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Manual for Installing CA Root Certificates and User Digital

Certificate

A. Installing the CA root certificate

1. Download the CCA, NICCA, NIC Sub CA and VPNCA root certificates from the
website http://vpn.nic.in as shown below and save it to your computer.

= HNew Tab (Ctrl=T)

New VPN system (https://sconnect.nic.in) has been introduced since August 2012. If you have not migrated to this new
VPN system, then you are requested to do the same IMMEDIATELY. The old VPN system with legacy Cisco VPN dient
(vpnserver.nic.in / 164.100.97.89 & 91) will not be available after 31st January 2013.

You have to register oniine to get new Digital certificate. This application has to be filled under the guidance of the NIC
coordinator and the .pdf file generated has to be signed by the user, recommending officer and NIC coordinator and
forwarded to VPN support.

Online VPN Registration

FDmIS&POi(.Y

o B

For any query please contact VPN Support : vpnsupport[at]nic[dotin

Manuals & Procedures

Contact No : +91-11-24305391 / 99

Softwa re Download

Change VPN Account Password

2. Open the downloaded root certificate and click Install Certificate button as shown in

the figure below.

Certil

General | petails | Certification Path |

La Certificate Information

This certificate is intended for the following purpose(s):

Al issuance policies
= All application policies

Issued to: vpnca

Issued by: vpnca

valid from 10/ 5/ 2012 to 10/ &/ 2017

Install Certificate... | || Issuer Statement

Learn more about EErfficates
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3. Click Next as shown in the figure below.

-
Certificate Import Wizard

Welcome to the Certificate Import
Wizard

Thiz wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark:
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

! | < Back [ MNext = ][ Cancel ]

4. Check on Place all certificates in the following store and then click Browse and
select Trusted Root Certification Authorities and click OK.

General | petals | Certification Path

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

utomatically select the certificate store based on the type of certificate

8 |Place all certificates in the folowing store

Certificate store: Select Certficate Store [
;]B'“WSE' Select the certificate store you want to use.

_| Personal

Tmsted Root Certification Authorities|
ETETHITEE

T o

~{ ] Intermediate Certification Autharities
] Active Directory User Object

Learn more about certificate stores = Tristed Puhlishers

< . G

|| Show physical stores

<Back || MNext> | [ Cancel

oD
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5. Click Next as shown below.

-
Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(©) Automatically select the certificate store based on the type of certificate

Place all certificates in the following store
Certificate store:
Trusted Root Certification Authorities

Learn more about certificate stores

<pack || mest» ][ cancel

6. Click Finish as shown below.

.
Certificate Import Wizard E

Completing the Certificate Import
Wizard

/': The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User RGPS S Rl Idel g e

Content Certificate

[ <Back |[ Fmsh | [ cancel

7. Click Yes as shown below.

S

urity Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

vpnca

Windows cannot validate that the certificate is actually from "vpneca”.
You should confirm its origin by contacting "vpnca'. The following
number will assist you in this process:

Thumbprint (shal): 665DFES5 837A304C 380C6793 87562C87 97TATHADD

Warning:

I you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?
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8. Click OK to complete the installation.

"
Certificate Import Wiza‘rd_ u

|

:I The import was successful,

9. Follow the above steps to install all the 4 root certificates (CCA, NICCA, NIC-Sub

CA and VPNCA).

B. Installing the users Digital certificate

1. Download the digital certificate mailed to you by VPN Support and save it on your

computer.

2. Open the downloaded certificate. A certificate Import wizard window will open as
shown below. Click Next.

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.
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3. Click Next as shown in figure below.

File to Import
Spedify the file you want to import.

File name:

: \Users \nicnet\Desktop\Test Cert.pfx Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

4. In the next window enter the private key (Private Key is sent through SMS to you on
your registered mobile number) and check Enable Strong private key protection...
checkbox. Click Next as shown below.

Password
To maintain security, the private key was protected with a password.

Type the password for the privatekey.  Engerthe private key recieved
Password: through sms below

able strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

["IMark this key as exportable. This will allow you to back up or transport your
Keys at a later time.

[¥] Include all extended properties,

Learn more about protecting private keys
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5. Click Next as shown in figure below.

-
Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(@ Automatically select the certificate store based on the type of certificate!

() Place all certificates in the following store
Certificate stare!

Browse...

Learn mare about certificate stores

’ < Back MNext = i’ Cancel

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User [JZZgWr|

Content PFX
File Name C\Users'nicnet\Desk
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7. On clicking the Finish button, a window will open as shown below. Click on Set

Security level button.

Importing a new private excha

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to Medium Set Security Level ..

Eok )| Caneel | [ Detak.. |

8. Set security level as High and click on Next as shown in figure below.

r
Choose a

Security Level —

Choose a security level appropriate for this item |

sl
uest my permission with a password when this

item is to be used.

) Medium
Request my permission when this item is to be used

< Back Next >

9. Set a private key for your certificate and click Finish as shown in figure below.

-
Create a Password

——

H\

Create a password to protect this item.

Create a new password for this tem.

Password for:

Password:

Cortfirm

CryptoAP| Private Key

< Back

) Fnsh ][ Cancel

Note: The user is advised to change the private key for the digital certificate for security

purpose. Also note it down safely.
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10. Click OK as shown in figure below.

Importing a new private =
An application is creating a Protected item

CryptoAP| Private Key

Security level set to High Set Security Level...

|E 0K || Cancel || Detais.. |

11. Click OK to complete the import process as shown below.

Certificate Import Wizaﬂ‘: (o

e 3
0 The import was successful,
L ¥ 4

C. Verification of the Installation of User Certificate

1. Open Internet Explorer. Go to Internet Options. Select Content and click on
Certificates button as shown below.

[ General | security | Privacy | Content | Connections [ Programs [ Advanced| |l

Parental Controls
Control the Internet content that can | ¥l Parental Controls
be viewed.

Content Advisor

Ratings help you control the Internet content that can be
viewed on this computer.

Certificates

Use certificates for encrypted connections and identification.

[ cearssistate |[ certificates || pubishers |

AutoComplete

= AutoComplete stores previous entries
% on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated

@51 content from websites that can be
read in Internet Explorer and other
programs.
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12. Select the certificate issued in your name and click View button as shown in figure

below.

Intended purpose:

[<Al>

Personal | Other People |

diate Certification Authorities | Trusted Root Certificatior| * | |

Issued To
B4 Arpita Burman

Issued By

vpnca

Expiratio...  Friendly Name
21-11-2014 <None>

[import... | [ Ewort... |[ Remove |

Certificate intended

purposes

Client Authentication

Learn more about certificates

13. The name should be same as the username mentioned in your mail. Also verify the

validity of the certificate issued to you.

General | Details | Certification Path

|__a | Certificate Information

This certificate is intended for the following purpose(s):
» Proves your identity to a remote computer

Issued to:

Valid from [[21- 11- 2012 to 21- 11- 2014

Arpita Burman

Issued by: vpnca

? ‘You have a private key that corresponds to this certificate.

Learn more about cerfificates

-]




